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DEPARTMENT DI?I’)EFENSE

CONTRACT SECURITY CLASSIFICATION SPECIFICATION

1. CLEARANCE AND SAFEGU'A‘;(DING

a. FACILITY CLEARANCE REQUIRED

SECRET
(The requirements of the Dol Industrial Security Manual apply b.LEVEL OF SAFEGUARDING REQUIRED
K to all security aspects of this effort] SECRET .
2. THIS SPECIFICATION IS ¥OR: (X and completg as applicable) 3. THIS SPECIFICATION IS: (X and complete as applicatiel
a. PRIME CONTRACT NUMBER ' Date (rmmoD)
X a. ORIGINAL (Complete date in alf cases) 0n 04 18
b. SUBCONTRACT NUMBER b. REVISED /(Supersedes Revision No. Date (yyMmop)
all previous specs/)
¢ SOLICITATION OR CTHER NUMBER DUE Date (yrMMoD) Date rYYsMMOD)
X FD2020-02-64177 ¢. FINAL [Complete Item & in all cases)

4.1S THIS A FOLLOW-ON CONTRACT?

YES

Classified material received or generated under

X NO. If Yes, complete the following:

(Preceding Contract Number) is transferred to this follow-on contract

5.1S THIS A FINAL DD FORM 2547

YES

In response to the contractor's requested dated

X NO. If Yes, complete the following:

, retention of the identified classified material is authorized for the period of

6. CONTRACTOR (include Commercial and Government Entity (CAGE) Code)

a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Codel
7. SUBCONTRACTOR

a. NAME, ADDRESS, AND ZiP CODE b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
N/A N/A N/A

8. ACTUAL PERFORMANCE

a. LOCATION h. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Codel

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

This contract covers purcurement of the Radar receiver component of the APG-68 Radar System used in the F-16 C/D aircraft.
Acceptance testing of some items requires test parameter data contained in SECRET documents.

10. THIS CONTRACT WILL REQUIRE ACCESS TO: YES | NO | 11.IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES | NO
SC [ WAVEAECESS 10 CIASSIFIED INFORMATION ONLY AT ANOTHER CONTRACTOR'S FACILITY OR A GOVERNMENT X
a  COMMUNICATIONS SECURITY (COMSEC) INFORMATION ACTIVITY
b, RESTRICTED DATA X |t RECEIVE CLASSIFIED DOCUMENTS ONLY X
¢ CRITICAL NUCLEAR WEAPON DESIGN INFORMATION X | RECENVE AND GENERATE CLASSIFIED MATERIAL X
4. FORMERLY RESTRICTED DATA >< d.  FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE X
e, INTELLIGENCE INFORMATION e.  PERFORM SERVICES ONLY X
o ) S¢|* T HAVEACEESS T0 U CTASSTFIED INFORMATION GUTSIDE THE US. PUERTO RICO, U POSSESSTONS AN X
{1) Sensitive Compartmented information {SCl) TRUST TERRITORIES
S |[& BE RUTHORIZED TOTSE THE SERVICES OF DEFENSE TECRNICAL INFORMATION CENTER (OTIC) OR OTHER 4
{2} Non-SCI SECONDARY DISTRIBUTION CENTER
f.  SPECIAL ACCESS INFORMATION X | n REQUIRE A COMSEC ACCOUNT X
g. NATO INFORMATIGN X i HAVE TEMPEST REQUIREMENTS X
h. FOREIGN GOVERNMENT INEORMATION X j HAVE OPERATIONS SECURITY {QPSEC) REQUIREMENTS X
i LIMITED DISSEMINATION INFORMATION > 1k BEAUTHORIZED TO USE THE DEFENSE COURIER SERVICE X
j FOR OFFICtAL USE ONLY INFORMATION X | o {Specityl
k. OTHER (Specity/ X

DD Form 254, DEC 90 (EF-V 1) tPecrorm pRO)

Previgus editions are obsolete.




12. PUBLIC BELEASE. Any information {classified or unclassified) pertaining to this contract shall not be released for public dissemination except as provided by the Industrial Security Manuat or uniess it has been approved for public release by
appropriate Bovernment authority. Proposed public refeases shall be submitted for approval prier to release

l::] Direct Through {Specify):

OO-ALC/PA
7981 Georgia Street
Hill AFB, UT 84056-5824

to the Directorate for Freedom of Information and Security Review, Office of the Assistant Secretary of Defense (Public Affairs) for review.

In the case of non-DaD User Agencies, requests for shall be submitted to that agency.

13. SECURITY GUIDANCE. Tne security classification guidance need for this classified effort is identified below. If any difficulty is encountered in appiying this guidance or if any other contributing factor indicates a need for changes in this guidance,
the contractor is authorized and encouraged to provide recommended changes; to challenge the quidance or the classification assigned to any information or material furnished or generated under this contract; and to submit any guestions for interpretation
of this guidance 1o the official identified befow. Penmng final decision, the information invalved shalt be handled and protected at the highest fevel of classification assigned or r ded. /Fill in as appropriate for the classified effort. Attach, or forward
under separate P any ts herein. Add additional pages as needed to provide complete guidance.)

The contractor must have a Facility Clearance at the SECRET level with safeguarding capability also at the SECRET level. All
employees working with classified information must have a personnel security clearance at least to the level of the information
being accessed.

Ref 11b. The contractor will require access to classified data up to and including SECRET in support of the work effort. Any
extracts or use of such data requires the contractor to apply derivative classifications and markings consistent with the source
documents. Use of "Multiple Sources" on the "classified by" line necessitates compliance with the National Industrial Security
Program Operating Manual (NISPOM) and use of bibliography. If any classified information is generated in performance of the
contract, it shall be derivatively classified and marked consistent with the source material and guidance in the F-16 Security
Classification Guide, dated 1 July 2001. Following completion of the contract, the classified documents must be destroyed TAW
the NISPOM.

13a. Program Official 13b. Duty Phone 13c. Biennial Review Date
,g;) Zzu f) 94 7‘/‘“ “C—
Steven R. LeFevre (801) 775-4610 04 04 18

00O-ALC/LGFMR Radar Engineer
F-16 Logistics Operations Div.
Logistics Management Dir.

14. ADDITIONAL SECURITY REQUIREMENTS. Requirements, in addition to ISM requirements, are established for this contract. /f Yes, identify l Yes X l No
the pertinent contractual clauses in the contract document itself, or provide an appropriate statement which identifies the additional requirements. Provide
3 copy of the requirements to the cognizant security office. Use Item 13 if additional space is needed)

15. INSPECTIONS. Eiements of this contract are outside the i i ibility of the izant security office. f(/f Yes, ientify specific Yes >< No

areas or efements carved out and the activity responsible for ispections. Use ltem 13 if additional space is needed.)

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified information to be released or generated
under this ciassified effort. All guestions shall be referred to the official named helow.

Hill AFB, UT 84056-5820

c. COGNIZANT SECURITY OFFICE FOR PRIME ANALSUBCENARACTOR

d. U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION

e. ADMINISTRATION CONTRACTING OFFICER

a. TYPED NAME OF CERTIFYING OFFICIAL b TITLE ¢. TELEPHONE /include Area Codel
: Contracting Officer (8 01) 777-0139
Allen Berrett ‘
d. ADDRESS finclude Zip Code/ 17. REQUIRED DISTRIBUTION _/54¢" »2 e /\L "‘;_;L ; Doy s, 2t
0O0O-ALC/LGK X | a conTRACTOR Ll e "7\-
6072 Fir Ave. Bldg 1233 b. SUBCONTRACTOR ‘/‘UJ(/, S }fJ}_)[rU—- 27

XX X

| %Au]ﬁ 4&&%—

f. OTHERS AS NECESSARY
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